__________ County Government
Job Description

Job Title:
Senior Systems Administrator
Department:
Information Technology
Reports to:
Director
FLSA Status:
Non-Exempt
EEO Code:
C
Issue Date:
8/09
Reviewed:
8/3/17
The intent of this job description is to characterize the typical tasks performed by individuals in this position and should not be considered an all-inclusive listing of work requirements and duties. Other tasks may be assigned at the discretion of management including work in other functional areas.  All Employees must have legal authorization to work in the United States.
Job Summary:
 Provides leadership in the development, configuration, installation administration and optimization of the County’s data network infrastructure.  
Essential Duties and Responsibilities:

1. Analysis County needs and designs, implements and supports network solutions on multiple platforms via LAN or Wan architecture.
2. Configures and tests network servers, switches and router equipment.

3. Coordinates with department and other technicians and telecommunications carriers to link new sites to the County’s wide area network.

4. Works with department and other technicians to ensure a timely response to problem calls, and a timely completion of network projects.

5. Operates, monitors and maintains highly complex servers on the County’s wide area network including internet and other security firewalls, Domain Name Servers, e-mail hubs used for mail routing and directory service servers.

6. Runs system backup, ensure storage of backup media, monitors network segments, installs software upgrades, reconfigures hardware and performs data recoveries from system failure.

7. Operates and maintains network management workstations; monitors network segments to collected data on utilization and performance and compiles reports on such.

8. Operates and maintains remote access servers; configures and administers authentication servers and security tokens.

9. Troubleshoots technical problems involving voice and data network integration.

10. Troubleshoots network problems and coordinates problem resolution with other departments and technicians.

11. Audits firewall logs to identify potential security threats and works with individual within and from outside the County to resolve security issues.

12. Develops and implements preventive maintenance plans for the network to ensure network operations are maintained.

13. Performs other tasks as assigned.

Supervisory Responsibilities:  
· Serves as a lead worker and resource person for County data network infrastructure issues.
Examples of Knowledge and Skills Required:  
· Proficient in network engineering principles, terminology, trends and usage as utilized by large organizations.
· Significant experience in maintaining communications hardware and software such as found in routers, CSU/DSUs, WAN & LAN switches, network servers, computer integrated voice systems and virtual server technology.

· Proficient in network services such as e-mail transport and directory services.

· Proficient with UNIX and NT operating system administration.

· Significant experience with wide area protocols including LINUX Netware, Windows Servers, RIP and similar systems.

· Working knowledge of Virtual local area network (VLAN) technology.

Education and/or Experience: 
· Bachelor’s Degree in Information Technology fields is preferred with minimum of two years of related experience.  
· Formal Technical training in IT field with 4 years of related experience or equivalent education and experience fields related to network administration and engineering.  
· Senior Network Administrator should have a minimum of 5 years with the County IT Department.
 Certificates or Licenses Required:

· Valid Tennessee Driver’s License.
Physical Demands:  

· Employee will be required to stand, stoop, walk, reach, bend and lift up to 50 pounds.  
· Must possess sufficient sight, hearing and dexterity with hands and fingers to perform installation and maintenance on computers, cabling and wiring on desk tops or in ceilings and walls.
Work Environment:  
Most work is conducted in office setting with exposure to the heat, cold and humidity of unheated or cooled areas in and around county buildings.  Some exposure to heights or electrical shock.
