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Purpose of Class

A Provide an overview of the five components of the
Internal controls framework (theory).

A Expand on the principals of each of these components
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Internal controls (application).

A Help you comply with amendment to T.C.A. § 9-18-
102(a) as well as new federal grant requirements.
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Housekeeping Notes

A Pre/post test
A Breaks and location of bathrooms

A Need special accommodations?
I Please let us know!
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A Any questions before we do Pre-Test?
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Pre-Test
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What are Internal Controls?

U.S. Government Accountabllity Office
(GAO) The Green Book Definition:

Internal control is a process effected by an
entity’s oversight body, management, and
other personnel that provides reasonable
assurance that the objectives of an entity
will be achieved.

Source: COSO, GAO Greenbook, Para. OV1.01
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What Is an Internal Controls
System?
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continuous built -in component of
operations, effected by people, that
provides reasonable assurance, not
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Source. COSO, GAO Greenbook Para. OV1.04
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What Is the COSO?

A The Committee of Sponsoring Organizations of the Treadway
Commission created in 1985. (Named after James C. Treaadway Jr.
Exec. Vice President Paine Webber Incorporated and former
Commissioner of the Security and Exchange Commission (SEC)).

A COSO was formed due to questionable corporate political
campaign finance practices and foreign corrupt practices in the
mid -1970s, theU.S. Securities and Exchange Commissio(SEC)
and the U.S. Congressnacted campaign finance law reforms and
the 1977 Foreign Corrupt Practices Act(FCPA) which criminalized
transnational bribery and required companies to implement
Internal controls programs.
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https://en.wikipedia.org/wiki/U.S._Securities_and_Exchange_Commission
https://en.wikipedia.org/wiki/U.S._Congress
https://en.wikipedia.org/wiki/Foreign_Corrupt_Practices_Act
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What 1s COSO cont.?

Joint initiative of 5 private sector accounting/internal audit/
management organizations that is dedicated to providing
thought leadership through the development of frameworks and
guidance on enterprise risk management, internal controls and
fraud deterrence.

AAA (American Accounting Association)

AICPA (American Institute of Certified Public Accountants)
FEI (Financial Executive International)

lIA (Institute of Internal Auditors)

IMA ( Institute of Management Accountants)
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COSO cont.

COSO prepares thought papers on the following topics:

Governance & Operational Performance
Internal controls

Risk Management

Fraud Deterrence
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T.C.A§9-18102(a)

A An amendment to State Law requiring all county
governments to establish and maintain internal
controls which provide reasonable” d, d o7 " | | £+ | KC
1. Obligations and costs are in compliance with applicable law

2. Funds, property, and other assets are safeguarded against
waste, loss, unauthorized use, or misappropriation; and

3. Revenues and expenditures are properly recorded and
accounted for to permit the preparation of accurate and
reliable financial and statistical reports and to maintain
accountability over the assets.

Law takes effect June 30, 2016
Must have systems in place by then.
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Why Do County Governments

Need Internal Controls?

Reduce opportunities for e) Eliminate adverse publicity
fraud and waste f)  Protect county assets

Help management make g) Promote effectiveness and
better informed decisions efficiency of operations
Establish performance h) Ensure reliability of
standards financial reporting

Helps ensure compliance ) Promote transparency
with applicable laws, and accountability
regulations, policies, and

procedures
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Enhanced Single Audit Requirements for
Federal grant recipients

A Auditors will be required to focus more on internal
controls of grant recipients dealing with:
I purchasing (including bidding procedures)
i conflict of interest policies
I sub-recipient grant monitoring
I
I

' cost principals for personnel and indirect grant costs
' financial reporting

https://nonprofitquarterly.orq/2015/07/29/explain -the-omb-super-circular/
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Non-Compliance with this

Amendment to State Statute

ANA" K+ 1 o| GA~ g AzdGAGzl &d K
compliance with an audit finding (remember, this is
now a State Statute, not just an auditing standard).

A If non-compliance is egregious enough, then this can
Impact State/Federal grant eligibility and payments.

A Potential negative impact on county bond rating
(rating agencies will be asking about your documented
Internal controls processes during upcoming rating
calls.
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SEC Rating Call Question

"...Please elaborate upon the process of your identification and
remediation of the material weakness in internal controls over
financial reporting. Include as part of your response a
sufficiently detailed timeline that lays out your course of

action. Specifically identify in this timeline when the deficiency
was identified, when management concluded that the
deficiency resulted in a material weakness, when a remediation
plan was developed and implemented including its

|zl odxl A" AGzIl " |1 zddol GI " AKGzl "

From SEC Comments and Trends, An Analysis of Current Reporting Issues, 2014 .
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Case Study

Rita Crundwell, City Treasurer
Dixon, lllinois

Poor inteimall contnals = OpportunityyfésRRALID
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Dixon, lllinois
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Dixon, lllinois

A Small, rural town in lllinois, with 16,000
population two hours west of Chicago.

A City has annual operating budget around
$8,000,000.

A City was audited annually by CPA firm,
clean audits with no instances of
noncompliance.

A Fun fact: Dixon was the boyhood home of
President Ronald Reagan.
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Rita Crundwell

A Had been a trusted city employee for over
three decades.

A Education: High School Diploma.

Aczy AxzAWx | x4l 1 Gb+
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A One of the City Councilmen described Rita as

- The biggest asset to the city as she /ooks after
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The Crime

A Rita stole $53,000,000 (Ranked the largest
municipal fraud and 5% largest fraud of any
Kind in U.S. history).

~raud occurred over a 20 year period.
Her annual salary was $80,000.

However, she owned over 400 of the finest
guarter horses in the country with names like
~é~d dzl +xi ozz "I | &
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Do Do Do I

How She DI d

No segregation of duties over keeping the accounting records
and disbursing funds. Everyone trusted her!

City already had a Capital Development Fund at a local bank.
NC+ zAxl | " d+xA"7T"Kx b"I ¥ "I
AKCx ~ I 47 0 Ny T {+£0xWzAd=z=l|
She wrote checks from the Capital Development Fund to the

Treasurer. She then deposited those funds into the Reserve Sewer
Fund.

She was only authorized check signer for account she alone
reviewed/reconciled all city bank statements and the side bank
account was not recorded on city general ledger.

| 20|
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Money from Taxpayers to Rita

A Rita created 179 fictitious construction
Invoices from IDOT and disbursed funds
from regular city accounts to the side
bank account.

A She would then draw funds from the side
account for personal use.

A In 2009 she embezzled $5,600,000.
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INVOICE

INVOICENO, 787

RESP.CODE 040
INVOICBEDATE  11/15/0

REVENUECODE 6306
AUDIT NUMBER

g}i;c‘i??dm INVO IC E PAYER NUMBER 06614

L s

EXPLANATION OF CHARGES PAY FROM THIS INVOICE

LOCATION: Route 26 & South Galena Avenue
LOCAL SECTION

ROUTE : FA316

SECTON 101853

COUNTY Lo

JOB NO. P-92-105-98

PROJBCT NO.: FASQ-3%Q/00

CONTRACT NO. A2

The oncuted between DIXON,

CITY OR, and tha State of kinols provides that

the dity will refr.burse the state for part of the
construction costs.

CITY SHARE: $1,250,000.00

' Round Dollar =~
- Amounts

PLEASE MAKE CHECK PAYABLE O TREASURER, STATE OF ILLINOIS

NO P/wne ummmwm lI.I:aLyNuh;I
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Where DI Xonos

Where the City of Dixon’s money went for the five months ending February 2012:
1 192,00 Public affairs
. $241,000 Public works and property, building, traffic

. $263,000 Streets

- $560,000 Fire

- $589,000 Accounts and Finance

B 511 mition Poice

*According to FBI allegations. Spending amounts are from the fiscal year 2011-12 budget restated by
the City of Dixon in September; they assume that budgeted amounts were in fact spent and pro-rates
them over the five-month period.

SOURCES: Federal Bureau of Investigation, City of Dixon, Chicago estimates
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What did Rita buy with
$53,000,0007?
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